1/20 




5 

Q_ 

CO 

Q 







— i 

< 




Z 


_i _ i 




111 u 




£ z 
%5 


i TER 




o 



2/20 



3 



w 

I 
i 

Q_ 
< 

o 

Z 

DT 
LU 



< 
Z 

g 

LU 
D_ 

o 



o co £ 
p -j e 

2 LU — 
^ 12 CO 
S oQ CO 



CO 


CO 


CO 




CD 


CO 


LU 


_l 


ABL 


IER 


> 


LU 


LU 


1- 


o 


z 


LU 


LU 




Q 







CL 
< 



CO 



^ ~ 

: < z 
-j lu 
z uj 9 



I 



I 



Q. 2CO 

< Q — ' 

ill 
ill 



0. 2 < 
< O • 

3 LU : 
—» i— • 
2 UJ j 



. —, 111 
3 ^ LU 

Pie 

(fl UJ -J 

Sal 

O t 



< K 

2 O 



- p 

CL Q- 
< 



CO 
CO 
LU 

OK 
O o 
? fc 

Q. => 

p 

o 

2 



Q c 



LU Zi 
O 

or 
=> 
O 

CO 



< o 



s ° 

CM 



>- 

CL 
CO 
Q 













2 






SSIO 
TION 
ON 


DISPI 
SECT 




TRANSMI 
RECEP 
SECT 




I 



s 

CD 



SW-B 



'1 



WIRE 
TRANSMISSIONS 
ECEPTION 
SECTION 



BSS 
IDENTIFIER 
STORAGE 



UNJUST 
WIRELESS 
STATION LIST 



WIRELESS 
TRANSMISSIONS 
ECEPTION 
SECTION 



LU Z 

eg 



3 



OPERATIONAL 
PROCESSOR 



FILTERING 
IDENTIFIER 
STORAGE 



WIRELESS 
TRANSMISSION/RECEPTI 
ON SECTION 

RETRIEVAL PROCESS | 
EXECUTOR 



RECEIVABLE BSS 
IDENTIFIER LIST A 



FRAME TRANSMISSION 
SOURCE IDENTIFIER LIST 



MESSAGE 
RECEPTION/DISPLAY 
SECTION 



BELONGING BSS 
IDENTIFIER STORAGE 



UNJUST WIRELESS 
STATION LIST 



if 



~L 



s 



a: 

o K 



3/20 



5 

CL 
CO 
Q 



z 2 tf> 

o o: 2 

^ g 

w ? 2: 

5- ^ CL 

o g < 
< 



CO 



CO 



CL 
< 



CN 
-J 
< 



cr 

LU 



oc 

LU 



1-8* 
CO LU O 
D JC 
3 LU 5 

^ £ 

=> ^ CO 



CO 

CO _ 

co ST 

LU O 
UJ *-* 

a: z 

?! 

CO § 
z P 



CM 
O 

CL 
< 



DC 
O 



O 

a: 



z 

UJ 
Q 

CO 
CO 
CD 

o 
z 

DC 

a 
a 
< 



a: 



CO 
CO 
CO 

UJ 

I 

CD 

| 

UJ 

o 



0 
z 

oc 

3 

a 



CO 
CO 
UJ 

-1 

UJ 
DC 



CO 
3 



O 



^ O 



if 

UJ CO 

a 

co 

o 

Z 



o 
oc 

o 

CO 



CO 

Is 



o 
z 

DC 
=> 

a 



u-S 
O 

<£ z 

fy o 

UJ CO 

Q co 



to- 



co . . . 
co H 

CD Qj 

O oc 

\t 



Si 
IB 

z co 
b co 

CD CO 

O uj 

Qj 3 



2fe 
S3 

< 3 

CO 
CO 
UJ 



z 

o _ 

l! co 

DC 

P UJ 

3 LU 

3 UJ 



3 . 
O 

z : 



z 

DC 
3 

a 

s 




£ 3 O ^ 

t O QC LU 
^ < Q- I- 



4/20 

FIG. 4 



801 



DETECTION OF UNJUST 
WIRELESS STATION STARTED 



8011 



8012 



802 



REPEATING PROCESS FOR 
ALL APS OF ADMINISTRATION- 
OBJECT AP LIST (AP IDENTFIER) 

I 



ACQUIRING BSS IDENTIFIER 
FROM AP HAVING ABOVE AP 
IDENTIFIER 



WRITING ACQUIRED BSS 
IDENTIFIER INTO 
ADMINISTRATION-OBJECT AP 
LIST (BSS IDENTIFIER) 

I 



REPEATING PROCESS FOR ALL 
APS OF ADMINISTRATION- 
OBJECT AP LIST 
(AP IDENTFIER) j 



V 



8021 



8022 



REPEATING PROCESS FOR 

ALL TERMINALS OF 
ADMINISTRATION-OBJECT 
TERMINAL LIST (TERMINAL 
IDENTFIER) 



ACQUIRING RECEIVABLE BSS 

IDENTIFIER AND BSS 
IDENTIFIER OF AP TO WHICH 
TERMINAL BELONGS FROM 
TERMINAL HAVING ABOVE 
TERMINAL IDENTIFIER 



WRITING ACQUIRED BSS 
IDENTIFIER, BSS IDENTIFIER OF 
AP TO WHICH ABOVE TERMINAL 
BELONGS, AND IDENTIFIER OF 

ABOVE TERMINAL INTO 
RECEIVABLE BSS IDENTIFIER 
LIST B 



REPEATING PROCESS FOR ALL 
TERMINALS OF 
ADMINISTRATION-OBJECT 
TERMINAL LIST (TERMINAL 

V IDENTFIER) S 



803 



' REPEATING PROCESS FOR x 

ALL RECEIVABLE BSS 
IDENTIFIERS OF RECEIVABLE 
BSS IDENTIFIER LIST B 



COMPARING RECEIVABLE BSS 
IDENTIFIER WITH BSS 
IDENTIFIER OF 
ADMINISTRATION-OBJECT AP 
LIST 



8031 




8032 



8033 DETERMINING 

BSS CLASSIFICATION 



AD-HOC 



WRITING ABOVE BSS 
IDENTIFIER AND BELONGING 
BSS IDENTIFIER INTO UNJUST 
AP LIST 



8036 



WRITING ABOVE 
BSS IDENTIFIER 

AND BELONGING 
BSS IDENTIFIER 

INTO UN JUST AD- 
HOC LIST 



WRITING IDENTIFIER OF 
TERMINAL HAVING DETECTED 

UNJUST AP AND BSS 
IDENTIFIER OF AP TO WHICH 

TERMINAL 
BELONGS INTO UNJUST AP 
DETECTION TERMINAL LIST 



8035 



REPEATING PROCESS FOR ALL 
RECEIVABLE BSS IDENTIFIERS 

OF RECEIVABLE BSS 
^ IDENTIFIER LIST B > 



DETECTION OF UNJUST 
WIRELESS STATION FINISHED 



0 



5/20 




tr p 
uj z 

»- Ul 
X Q 

? CO 
5 CD 

o Q 

p LU 

w£ 

< CO o 

< uj q 



co z 

CO Q 
LU UJ 
O H- 
O O 



CD 



X 




o 




x co 




> CO 




> CD 




1- LU 




o_ a: 




TO A 
lb lb 




Q_ O 




< ^ 


CO 


O 


CO h- 


z 


3 O 


2 

UJ 
CD 

or 


»F UNJ 
TEDN 


o o 


UJ 


a: uj 
uj Lu 


LL. 
*- 


it Q 


z 


is 

UJ ^ 


LU 
Q 






9 I 

CO X 




co , 

m fS 
o z 








Ul LU 












z 





r- uj 
X Q 

> CO 

O Q 

p UJ 
<?UJ 

d o z 

< uj O 

2c5 m 

CO 2 

CO Q 

UJ UJ 

O I- 

O o 

Ql UJ 

|S 

H 



Q- 
< 



CO 
3 



o 

CO |— 

li 

u- I- 

co o 

CO LU 

Q. 

O 
Z 

I 

Q. 



a: q: 

LU m 



CO O 



_J —I 

a: - 
uj a. 
h- < 

§ z CO 
O < =i 

S z 
o £ t 

E 2 

r? CO 
O CO 
Q_ CD 

o o 

Z 2 

15 



o 

CD 



O 
CD 



CN 
CN 
O 



b2 



yj.S 



LU Z 

9 3 

CO {7 
g LU 

aft 
uj Q 

ii 

UJ < 
Q X 



= 1 
o 

W LU 



£ °- 
o < 

a i- 

UJ co 

p 

< z -« 

z °< 

Lu o z 

Z LU O 

- K r 

pi 



go 



o 2 
P cc 

< LU 



CO 
3 



3 

Ul 

o 

CO I 



CO 
CN 
O 



7 



s 



7 £ 



6/20 

FIG. 6 




FIG. 7 



B4-1 
SW1 • 


B4-2 
AP1 ▲ 


B4-3 
SW2 • 


B4-4 


B4-5 
SW3 # 


B4-6 


B4-7 


B4-8 
*SW4 


B4-9 


B4-10 
*SW5 


B4-11 
AP2 A 


B4-12 
* SW6 


B4-13 
SW7 * 


B4-14 


B4-15 
SW8 * 


B4-16 


B4-17 
SW9 * 


B4-18 


A AP3 

B4-19 


B4-20 
•swio 


AP4 A 

B4-21 


B4-22 
• SW11 


B4-23 


B4-24 
*SW12 



(a) 



AP 

IDENTIFIER 


POSITION 


SW1 


B4-1 | 


SW2 


B4-2 


SW3 


B4-3 


SW4 


B4-4 


SW5 


B4-5 


SW6 


B4-6 


SW7 


B4-7 


SW8 


B4-8 


SW9 


B4-9 


SW10 


B4-10 


SW11 


B4-11 


SW12 


B4-12 



AP 
IDENTIFIER 


POSITION 


AP1 


B4-2 


AP2 


B4-11 


AP3 


B4-19 


AP4 


B4-21 ; 



(c) 



(b) 



7/20 



FIG. 8 



AP IDENTIFIER | 


BSS IDENTIFIER 


AP1 


BSS-1 


AP2 


BSS-2 


AP3 


BSS-3 


AP4 


BSS-4 



(a) ADMINISTRATION-OBJECT AP LIST (BSS IDENTIFIER) 



TERMINAL 
IDENTIFIER 


BELONGING 
BSS IDENTIFIER 


RECEIVABLE 
BSS IDENTIFIER 


STA1 


BSS-1 




STA2 


BSS-1 




STA3 


BSS-1 


R-BSS-1 


STA4 


BSS^* 


R-BSS-1 


BSS-2 



(b) RECEIVABLE BSS IDENTIFIER LIST B 



UNJUST AP 
BSS IDENTIFIER 


DETECTED 
BSS IDENTIFIER 


R-BSS-1 


BSS-1, BSS-4 






(c) UNJUST AP LIST 






TERMINAL 
IDENTIFIER 


BELONGING 
BSS IDENTIFIER 




STA3 


BSS-1 




STA4 


BSS-4 





(d) UNJUST AP DETECTION TERMINAL LIST 



UNJUST AP 
BSS IDENTIFIER 


UNJUST AP UTILIZATION 
TERMINAL IDENTIFIER 


R-BSS-1 


R-STA-1. R-STA-2, R-STA-3 







(e) FRAME TRANSMISSION SOURCE IDENTIFIER LIST B 



UNJUST AP UTILIZATION 
TERMINAL IDENTIFIER 


UNJUST AP 
BSS IDENTIFIER 


POSITION 


REGISTRATION 


R-STA-1 


R-BSS-1 


B4-2 or B4-21 


X 


R-STA-2 


R-BSS-1 


B4-2 or B4-21 


O 


R-STA-3 


R-BSS-1 


B4-2 or B4-21 


X 



(f) UNJUST AP UTILIZATION TERMINAL LIST 



8/20 



FIG. 9 




9/20 



5 

CL 

co 

Q 



CD 

O a: 2 

lZ uj t 
5 h < 
£ co a: 

LU 
Q_ 
O 



— < 



si 



CO 



O 



Q_ 
< 



eg 
_i 
< 



LU 



it 

LU 



=> ^ 



i 



Q_ 
< 



or 
o 
z 

LL 

o 



CO 
CO 
CO 

o 
z 

or 

ID 

a 



o 
or 



CO 

co 

CO 



f 

LU 

o 

LU 

or 
o 



or 
o 



CO 
CO 



CO 

3 



O 

QT z 
N o 



LU CO 

o 

CO 

o 
z 

5 



O 

or 
o 

CO 

z 

o 

CO _ 
CO 

CO ^ 

z or 

< LU 

h 



o 
z 
or 

O 

o 
< 



I. »o 
O £ 

* z 

" o 

z£ 

LU CO 

9 co 



si 

o or 

It 

z z 



fit 

? CO 

b co 

CO CO 
O LU 

or or 
g 



2jj> 
Si 

< 3 

CO 
CO 
LU 



=J or 

S= LU 
3 LU 



CD $ 

it 



z 

o 



CO 

CO A 

CO GO 

LU O 

—I r*- 

LU ^ 

"cy* - 



or 

3 

a 
o 
< 




qZ>- 

2 O oq 



< b 
S co 

2° 

i o 
r? < 



or 

LU 



10/20 



3- 



co 



I 

CL 
< 



CO 

z 

Q 
< 

z 

g 

i 

LU 
CL 
O 



o«5 

5 £ E 
EE < z 

I— LU 

2 LU — 

^ 3 « 

|S2 



CO m 

£ »- 

CD CO 
LU —J 

> y= 

LU S= 

o z 

UJ LU 

8 9 



CO 



Q- 
< 



CO 
3 



CO 



— » 
Z 
3 



CO 
CO 
LU 

o o 

£ K 
CC o 

P 
o 

5 



2 

LU . 



S == CO 
uj CC 

(2 co 



8 



'I 



co r; uj 
I uj 9 



III 

5 ^ uj 

CO LU -J 

Pi 



3 



nrzi 



1 o 



z 



^ b 
< 



3 



to tz 

|8 

co 



II 
ft 



CL 
CO 

Q 



Si 
IB 

Q co 



I 



SW-B 



g 

i 

CO 
CO 



o 

CL 
CO 
CO 
LU 

o 
O- 



CD 

■o 



5 



co 
6S 



8 

-R CO CO 

e - cb 



S x O 



J_L 



CO 

6S 
co 

CO 

uo 



IT) CO 
lO CO 

5 6S 
CD 
CO 00 
CO 00 

csi 

^ co 

CO 

o o 
h- to 

• • 

_Li 



o 



o 

CO 



WIRE 
TRANSMISSIONS 
ECEPTI0N 
SECTION 



BSS IDENTIFIER 
STORAGE 



UNJUST 
WIRELESS 
STATION LIST 



RETRIEVAL 
PROCESS 
EXECUTOR 



RECEIVABLE BSS 
IDENTIFIER LIST 
A 



FRAME 
TRANSMISSION 

SOURCE 
IDENTIFIER LIST 



WIRELESS 
TRANSMISSION/R 
ECEPTION 
SECTION 



1 





UJ 






o 






LU Z 












SSION 
SECTI 























OPERATIONAL 
PROCESSOR 



FILTERING 
IDENTIFIER 
STORAGE 



CO 

o 

CO 



s 

CO 



CO CO 



7. 



or 
o 



WIRELESS 
TRANSMISSION/RECEPTI 
ON SECTION 



RfESSKGE 

RECEPTION/DISPLAY 
SECTON 



I 



r? 



LU ^ 

H 

s 

CC 
CC LU 

o H 



11/20 



FIG. 12 



801 



DETECTION OF UNJUST 
WIRELESS STATION STARTED 



8011 



8012 



' REPEATING PROCESS FOR N 
ALL APS OF ADMINISTRATION- 
OBJECT AP LIST 
(AP IDENTIFIER) 



ACQUIRING BSS IDENTIFIER 
FROM AP HAVING ABOVE AP 
IDENTIFIER 



WRITING ACQUIRED BSS 
IDENTIFIER INTO 
ADMINISTRATION-OBJECT AP 
LIST (BSS IDENTIFIER) 



REPEATING PROCESS FOR ALL 
APS OF ADMINISTRATION- 
OBJECT AP LIST 
w (AP IDENTIFIER) y 



804 



8041 



8042 



f REPEATING PROCESS FOR > 
ALL APS OF ADMINISTRATION- 
OBJECT AP LIST 
(AP IDENTIFIER) 



ACQUIRING RECEIVABLE BSS 
IDENTIFIER AND BSS 
IDENTIFIER OF ABOVE AP FROM 
AP HAVING ABOVE AP 
IDENTIFIER 



I 



WRITING ACQUIRED BSS 
IDENTIFIER AND BSS 
IDENTIFIER OF ABOVE AP INTO 
RECEIVABLE BSS IDENTIFIER 
LIST B 



REPEATING PROCESS FOR ALL 
APS OF ADMINISTRATION- 
OBJECT AP LIST 
w (AP IDENTIFIER) > 



803 



' REPEATING PROCESS FOR ^ 

ALL RECEIVABLE BSS 
IDENTIFIERS OF RECEIVABLE 
BSS IDENTIFIER LIST B 



COMPARING RECEIVABLE BSS 
IDENTIFIER WITH BSS 
IDENTIFIER OF 
ADMINISTRATION-OBJECT AP 
LIST 



8031 




8032 



8033 DETERMINING 

BSS CLASSIFICATION 



AD-HOC 



WRITING ABOVE BSS 
IDENTIFIER AND BELONGING 
BSS IDENTIFIER INTO UNJUST 
AP LIST 



8036 



WRITING ABOVE 
BSS IDENTIFIER 

AND BELONGING 
BSS IDENTIFIER 

INTO UN JUST AD- 
HOC LIST 



WRITING BSS IDENTIFIER OF AP 
HAVING DETECTED UNJUST AP 
INTO UNJUST AP DETECTION AP 
LIST 



8037 



REPEATING PROCESS FOR ALL 
RECEIVABLE BSS IDENTIFIERS 

OF RECEIVABLE BSS 
v IDENTIFIER LIST B > 



C 



DETECTION OF UNJUST 
WIRELESS STATION FINISHED 



0 



12/20 




DC 

CO 
CO 
LU 

o 
o 
oc 

CL 



LU 

DC 
Ql 
LU 

o 



oc 
o 

LL 



O 

LU 

tu 

ogj 

I* 

CO Q 

a — 

< CO 
Zj 00 

< a 

(X LU 

O 

LL LU 

CO co 
CO J£ 
LU O 
O LU 

O * 

DC h- 
0. O 
O 2 



iS 
CL 



S 



CL 
< 



CO 
CO 
CO 

Q 
LU 
QC 
LU 

o 

LU 
OC 

z 

O 
z 
>- 

LL 

z 



Q 

O 



Q oc 

O LU 
z d 

P 

X LU 

co Q 

< co 
^co 

< Q 
OC LiJ 

o ffi 

LL Mjf 

DC 
CL 

O 



CL 
LU 
OC 



co 
ID 



O 

CO |— 
CL CO 

< < 

oc z 
o 9 

O Q 

oc 
a. 

O 



CL 
LU 

ac 



QC 




LU 




LL 




H 




Z 




LU 


QC 


o 


LU 


LU 


LL 




\~ 




Z 




LU 


8 


g 




Q- 


Z 


< 


SIO 


S! 


CO 


o 


CO 

z 


i AB 






z 


1 


> 


LU 


HA 




CL 




< 


LL 




ING 


FRO 


oc 








o 




o 




< 





oc 




LU 




LL 


i— 




CO 


Z 


_l 


IDE 


NOI 


CO 


»- 


CO 
CO 


ISO 




CL 


O 


z 


FR 


o 


CL 




< 




ABOVE 


INSTAL 


LL 


a 


O 


< 


z 


o 


POSITIOI 


VE AP AN 


a 


O 


z 


CO 


OC 


< 


QUI 


OF 






3 





Q — r\ 



- ) cm) 
in/ in/ 



o 

CD 



o 



CO 
LO 

o 



:p2=! 



Z 3 



13/20 

FIG. 14 



BSS IDENTIFIER OF AP 


RECEIVABLE BSS IDENTIFIER 


BSS-1 


R-BSS-1 


BSS-4 


R-BSS-1 


(a) RECEIVABLE BSS IDENTIFIER LIST B 


BELONGING BSS IDENTIFIER 




BSS-1 




BSS-4 





(b) UNJUST AP DETECTION AP LIST 



14/20 



CO 
Z> 

I 

CL 
< 



< 

Z 
O 

I 

LU 
Q_ 
O 



o fc 2 

gss 

2UJ- 
-> CO 
— co co 

O O CD 



CO CD 
CO I— 
CD CO 
LU —J 

> i 

UJ H 

o z 

UJ UJ 



3 



CL 
< 



CO 
3 



g 

N) CO 

3 -I 
I- d 

few 



o5 



com 

3 



t- L- z 

CO UJ 

i hj 9 



3 



Z O 

2 58 



2 



LU 



3 



LT~[ 



CO 
CO 
UJ 

o or 
o o 
£ y— 

O- 3 
DC <-> 

|2 
o 

5 



< O 
Z S 

z o 

CL CL 
< 



5 



z 



3 



cc o 

§g 

IS 



CL 
CO 
Q 



Q CO 



r 



1 



Q 



O 

o 



CM 
O 
CO 



CO 



LU Z 

o o 



CO 



SW-B 



CO 



O 

I 

CO 
CO 
UJ 



CO 

z 

O 



o 

CL 
CO 
CO 
UJ 

o 
o 



TO 
CL 

E 

8 CO 
a> (D 

.a "b 2 
to "P 

6S 

CO 
CD 

in 

CO 
CM 



8 8 



CD CD 

O O 

O O 

X O 



CM CO 
>» >» 

c c 

CD CD 
CL CL 
E E 

8 8 

in cd 
m cd 
^ d) 
o> 

CO CO 
CO CO 

cm 

cm r*- 



co m co 

d> ^ 6S 

CO ^ CD 

s co od 

CO CO CO 

ib cVi n 

^ (N S 

CO ^ 
CM 

O ^ o o 

O ^ r- m 



11 



l-J-LL 



WIRE 
TRANSMISSION/R 
ECEPTION 
SECTION 



BSS 
IDENTIFIER 
STORAGE 



UNJUST 
WIRELESS 
STATION LIST 



WIRELESS 
TRANSMISSION 
/RECEPTION 
SECTION 



LU 
O 




UJ z 




°c Q 




Z h- 




o o 








NSMI 
TION 




1- 





OPERATIONAL 
PROCESSOR 



FILTERING 
IDENTIFIER 
STORAGE 



CO 

o 

CO 



WIRELESS 
TRANSMISSION/RECE 
PTION SECTION 



RETRIEVAL PROCESS | 
EXECUTOR 



RECEIVABLE BSS 
IDENTIFIER LIST A 



FRAME 
TRANSMISSION 
SOURCE IDENTIFIER 
LIST 



MESSAGE 
RECEPTION/DISPLAY 
SECTION 



BELONGING BSS 
IDENTIFIER STORAGE 



co 

CO 
UJ 
_l 

UJ z 



'7 



"I 

tr 
a: £ 

z 



15/20 



FIG. 16 



COMPANY ID 


ORGANIZATION NAME 


01:23:45 


company 1 


00:11:22 


company 2 


00:66:77 


company 3 


02:46:8a 


company 4 



16/20 



z z co 

o a: 2 

5t 5? 
< 



CL 
< 



CM 
—I 
< 



LU 



< 

z 

LU 



CO LU O 
13 LU > 
^ ^ CO 



CM 

o 

0- 
< 



O 
Z 
u_ 
O 
DC 



UJ 

o 

CO 
CO 
CO 

O 
z 
tr 

o 

3 



LU 

o 

CO 
CO 
CO 



CD 

I 

LU 
O 
UJ 



O 

z 

tr 

8 
3 



CO 
CO 
LU 
_l 
LU 



CO 

Is 

O 

ct: z 
y O 



LU CO 

9 

CO 
CO 
CD 

o 
z 



9 

CO 
CO 

z 

o 

I 

CO 
CO 
CO 
LU 
—I 
LU 

-oc- 



co 
r> 
-j 
z 

o 



o 
z 



Ob 
y o 



LU CO 

9 co 



co "J 
co Lu 



Z 

o 



co 

CO _ 

co S> 

LU O 
—I h- 
LU ^ 

or z 

§1 
|g 



o 
3 



17/20 



CO 

2 

Ql 
< 

z 



CO 



z 

o 

i 

ID 

0- 
O 



25£ 

Z LU ~ 

^ ^ w 
^ go co 
o O CD 
^ — ' 



CO 


CD 


BS 


ST 


LU 


_i 


—J 
CD 


cr 




HI 






LU 




O 


LU 


LU 

cr 


o 



L_3 



CO 
— I 
CL 

< 
I- 

co 

3 



o 
o 

X 



as 



>- S 2 
CO LU 

2 LU 9 



*5i 
III 

< = ID 

El e 



< 8l 



3 



z 

o 



CO 
CO 
LU 

O o 

9F " 

or <-> 
o £ 

|S 
o 

2 



O * 



< * 

5 ft 

lu y 



3* 

< o 

li 

^ o 

CL CL 
< 



CO t= 
co 



o 

id z 
£ o 

|g 
si 



SW-B 




Is 



WIRE 
TRANSMISSION/R 
ECEPTION 
SECTION 



BSS IDENTIFIER 
STORAGE 



UNJUST 
WIRELESS 
STATION LIST 



UNJUST 
WIRELESS 
STATION SSID 
STORAGE 



FILTERING 
IDENTIFIER 
STORAGE 



WIRELESS 
TRANSMISSION/R 
ECEPTION 
SECTION 



CO 

o 

CO 



WIRELESS 
TRANSMISSION/RECE 
PTION SECTION 



RETRIEVAL PROCESS | 
EXECUTOR 



RECEIVABLE BSS 
IDENTIFIR LISTC 



MESSAGE 
RECEPTION/DISPLAY 
SECTION 



BELONGING BSS 
IDENTIFIER STORAGE 



CO 
CO 



LU Z 

I 

w to 

—» 

z 

3 



m 
o 



2 

«J 
£ "J 
o F 
z 



18/20 

FIG. 19 



TERMINAL 
IDENTIFIER 


BELONGING 
BSS IDENTIFIER 


RECEIVABLE 
BSS IDENTIFIER 


RECEIVABLE SSID 

r\LVLI VrMJLL 


STA1 


BSS-1 






STA2 


BSS-1 






STA3 


BSS-1 


R-BSS-1 


R-AP 


STA4 


BSS-4 


R-BSS-1 


R-AP 


BSS-2 


B4-AP 



19/20 



FIG. 20 



801 



DETECTION OF UNJUST 
WIRELESS STATION STARTED 



803 



8011 



8012 



REPEATING PROCESS FOR 
ALL APS OF ADMINISTRATION- 
OBJECT AP LIST 
(AP IDENTIFIER) 

I 



ACQUIRING BSS IDENTIFIER 
FROM AP HAVING ABOVE AP 
IDENTIFIER 



WRITING ACQUIRED BSS 
IDENTIFIER INTO 
ADMINISTRATION-OBJECT AP 
LIST (BSS IDENTIFIER) 



REPEATING PROCESS FOR ALL 
APS OF ADMINISTRATION- 
OBJECT AP LIST 
w (AP IDENTIFIER) y 



805 



REPEATING PROCESS FOR 

ALL TERMINALS OF 
ADMINISTRATION-OBJECT 
TERMINAL LIST 
(TERMINAL IDENTIFIER) 



8051 



ACQUIRING RECEIVABLE BSS 
IDENTIFIER, SS IDENTIFIER, AND 
BSS IDENTIFIER OF AP TO 
WHICH TERMINAL BELONGS 

FROM TERMINAL HAVING 
ABOVE TERMINAL IDENTIFIER 



8052 

VJ 



WRITING ACQUIRED BSS 
IDENTIFIER, SS IDENTIFIER, BSS 
IDENTIFIER OF AP TO WHICH 
ABOVE TERMINAL BELONGS, 
AND IDENTIFIER OF ABOVE 
TERMINAL INTO RECEIVABLE 
BSS IDENTIFIER LIST B 



REPEATING PROCESS FOR ALL 
TERMINALS OF 
ADMINISTRATION-OBJECT 
TERMINAL LIST 
(TERMINAL IDENTIFIER) / 



' REPEATING PROCESS FOR ^ 

ALL RECEIVABLE BSS 
IDENTIFIERS OF RECEIVABLE 
BSS IDENTIFIER LIST B 



COMPARING RECEIVABLE BSS 
IDENTIFIER WITH BSS 
IDENTIFIER OF 
ADMINISTRATION-OBJECT AP 
LIST 



8031 




8032 



8033 DETERMINING 

BSS CLASSIFICATION 



AD-HOC 



WRITING ABOVE BSS 
IDENTIFIER AND BELONGING 
BSS IDENTIFIER INTO UNJUST 
AP LIST 



8036 



WRITING ABOVE 
BSS IDENTIFIER 

AND BELONGING 
BSS IDENTIFIER 

INTO UNJUST AD- 
HOC LIST 



WRITING IDENTIFIER OF 
TERMINAL HAVING DETECTED 

UNJUST AP AND BSS 
IDENTIFIER OF AP TO WHICH 

TERMINAL 
BELONGS INTO UNJUST AP 
DETECTION TERMINAL LIST 



8035 



REPEATING PROCESS FOR ALL 
RECEIVABLE BSS IDENTIFIERS 

OF RECEIVABLE BSS 
v IDENTIFIER LIST B > 



DETECTION OF UNJUST 
WIRELESS STATION FINISHED 



20/20 

FIG. 21 



906 



C 



INFORMATION LEAKAGE PREVENTION 
PROCESS STARTED 



REPEATING PROCESS FOR ALL APS 
HAVING DETECTED NOT-REGISTERED 
BSS IDENTIFIER 







NOTIFYING NOT-REGISTERED BSS 
IDENTIFIER TO AP TO WHICH TERMINAL 
HAVING DETECTED IT BELONGS 







NOTIFYING SS IDENTIFIER OF UNJUST 

WIRELESS STATION HAVING NOT- 
REGISTERED BSS IDENTIFIER TO AP TO 
WHICH TERMINAL HAVING DETECTED IT 
BELONGS 



REPEATING PROCESS FOR ALL APS 
HAVING DETECTED NOT-REGISTERED 
BSS IDENTIFIER 



9061 



9062 



C 



INFORMATION LEAKAGE PREVENTION 
PROCESS FINISHED 



0 



